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Komnuwrepuni¢ BRPVCL!

KOMIBI0TEpHBIH BHPYC - 3T0 PAIHOEMANOCTE KOMIMBIOTEPHLIX MPOrpaMy,
OTAHUHTEABHOH 0COBEHHOCTEK) KOTOPOH ABNACTCA CNOCOOHOCTh K PASMHOKCHHIO
(KONMPoRAHHIO). B JIONOJHEHNS XK 3TOMY, BHPYCRI MOrYT MOBPEINTS HIM
NOMHOCTEH) YHHYTORMTS 8C¢ (ailiel M JaHNLIS, MOIKOHTPOIbHAIC nt;nmoeanmo,

4 OT HMEHH KOTOpOTe OhNa JamyUieHa 3apakEHHAn NPOTPAVMA, & TRIGKE NOBPEIHTD
"M NakE YHHMTORKTL ONEPALMONHYIO CHCTEMY CO BCeMH daiiawi B uenom. B
OONBITMHCTEE CAVHACE PACOPOCTPAHAIOTCR BUPYCHE HEPES HHTEPHET,

Meroan 3JaMIHTHI OT BPEJOHOCHBIX NPOrpamm:

1. Hcnonssyfl COBpEMERHBIE ONEPALHOHKEIE CHCTEME, HMEHOILHE

CepuE3HBIN YPOBLHE 3AIMHTE OT BPEIOHOTHEIX NPOrPamMM,

2. [ocroaswo yceramasausali paTyd  (UHPpoBREe  3annarkm,

KOTOPME ABTOMETHYCCKH  YCTAHABMMBAOTCA € LeNblo  A0padoTku

NPOrpaMML} M OpYree OOHOBCHMA CRBOSH ONCPAHOHHON CHCTEMBL.

Crauneali ux Toapx0 ¢ ofuumansHoro cafira paspadorudxa OC. Ecnm

CYULECTBYET PERHM ABTOMATHHECKOTO OOHOBICHUA, BISIIOUH CrO;

3. Palorad Ha CBOEM XKOMMOLIOTEPE NOI NPABAMH NONRIOBATENR, 3
HC AAMHHHCTPaTopd. 70 HE NO3BOAHT OOALIIMKCTRY BPeROHOCHBIX
NPOrPaMy HHCTAUTHPCEATECR HA TEOCM MEPCOHANLHOM KOMIBIOTEPE;

4.  MHcnoneayi amuani:ycnue NPOrpaMMHEIC  MPOAYKTRI
H3BCCTHEIX MPOM3BOIHTEEH, ¢ ABTOMATHYECKHM OCHOBIEHHEM Bad;

S, Orpanwup  du3wuccknit  FOCTYN K KOMOBIOTEPY 114
NOCTOPOHHMX JNL; -

6.  Hcnonwayl  BHCWHKE . HOCHTENW BHOOPMAUMM, TaKME XaK
fneska, auck wm daiin w3 MerepHera, TONEKO HI  NPOBEPEHHBIX
HCTOYHHKOB;

7. He omxpueait soMmuloTepHBEe  alnn, NOnVUeHHBE W3
HeHANUAHBIX MCTOVHWKOE, [ame T¢ ¢ainsi, KoTopsic npucnan TeO#A
IHAKOMBIA, JIyuite YTOUHH ¥ Hero, CTnpasisi K OH Tede HX,

Cern WI-Fi

C nomowsie WI-Fi momuo noayuuts Oecrnarssii WHTEPHET-IOCTVN B
COUIECTBERHBIX MeCTaX: xade, OTeNsx, TOProBelX UCHTpax u asponoprax. Tak e
ABARCTCA OTAHHHON BOSMOBHOCTLO BRix0aa B MuTepwer. Ho mHOTHE 3KCnepTh
CYHTAIOT, ¥T0 eOwenocTynHele WiFi ceTn #e apnsioTca GezonacHuvm,

Cosersi no 6e3onacHocTH pafoTst B obmesocTynHbIX ceTax Wi-fi

1. He nepemagaii ce00  NHYHYI0  HHPOpMALHIO  sepes
ofureaocTynHete Wi-Fi coti. PafoTaz 8 HHX. MEJMATSALHO HE BBOAWTE
napaia JOCTYNA, NOTHHB H KAKHE-TO HOMEPA,

2.  Hcnoassvit u  o0HOBnAil AHTHBHPYCHHE NpPOrpaMMel M
Gpanamaysp. Tem caMby TH 0Ge30NAcHIIL Ce0A OT 3AKAYKH BHPYCA HA TROC
YCTPOHCTEO;

3. Tlpu wucronssopanud Wi-Fi omemouwn  dynkumo «Odwmit
accTyn & daiiam u  npusrepasy.  JamHat QyHKUMS  3aKpeIiTa  no
YMOTYARKIO, OQHAKC HCKOTOPHIC TNONLIOBRTENM AKTHEHPYOT e& 203
ya00CTEA NeNoAL30RaHKa B pabore N yyelbe,

4,  He wenonesyh nyoamsssit WI-Fl ans nepeaaun aM4HbIX
JANHBIX, HANPHMEP, LTS BBIXOJE B COUHRTHHBIC CCTH HIN B AICKTPOHHYED
TOTY:

5. Mcnoassyit TONRKO 33MAMCHEOE coeqnuetne wepez HTTPS, a
te HTTP, v.e. npu nadope peb-aapeca BBOIK HMENHO «hitpsiing

6. B mofuaeHoM Tenedione oTkmoun GyHKurio «loakmotente K
Wi-Fi aproMarHyecku». He Ionycka# aBRTOMATHUECKOND MOAKMOYCHHI
veTpoiicrsa k cevam Wi-Fi Ges reoero cornacua.

Counansinie ceri
COUHANKHAR CETH ~ 3T0 CAHT, KOTOPEIH NPEIOCTARNACT BOIMOKHOCTS [THOAIM

OCVIleCTNIATE ODWEHHe Mexay cO00A B vuTeprere. Yause ecero s HEX 113
K&AQ0TO YEJ0BCKA BBUICTACTCR CBON THYHAR CTPAHMYER, Ha xompuﬁ OH
yraspeaer o cefe pawHunyio HHQOPMANHIO, HAYHHAA OT HMeHH, daMamiH W
3aKaHYIBAN AHYHBIMY boTorpaduasi. MBOrHe NONEIOBATENN HE NOHMMAIOT, Y10
HEGOpMALNE, PATMSLLEHHAS HMH B COUMANBHBIX CeTHX, MOWET OuThH HARKEHA H
HCMOJB30BAHA KEM  YTOAHO, 8 TOM  4Hche He OO0A3aTensHo ¢ ONaryMu
HAMCPCHHAMH,




OcHOBHLIC COBETEI N0 GE30NACHOCTH B COUMATBHBIX CETHX:

1. Orpannys coscok apyeil. ¥ 1e0s & apy3eax He AOTKHO OBITL
CYHARHBIX W HCIHAKOMBIX JIFONEH;

2. Sammuaii CBOK MACTHYK AHaHe. He ykaswmeal naponw,
renedonB, Anpecd, AaTy TBOSTO POKICHHA M APYTVIO  JHYHYK
WHDHOPMALIHEO, MOYMBILICHHHKH MOTYT HEMOTh3I0BATH Jake HHPOPMALHIC
O TOM, K3K Thl M TBOH POAHTENHN IUIAHHPYETE IPOBCCTH KaHHKY B

3. 3amMuwai CROK PeNYTAUMIO - JEpPAK €€ B YHCTOTS H 3ajapail
cefe BOMPOC: XOTeN Ol TH, YTCOB APYIHC NOMBIOBATENH BHACAH, HTO TH
sarpy&kacuis? TMooymah, npeade 4eM 4TO-TO OnyO/HHKOBATH. HANUCATE M
JArPYINTE:

4. Ecmd TR TOBOPHILE ¢ JIOABMH, KOTOPHIX HE 3HACWib, HE
HCMONBIVH CROE PRRNLHOE HMA M APYIVIO JAHYHYH HHQOPMALMHT HMA,
MECTO RHTEALCTER, MECTO YuelOrl i npoviee;

5. Msberali pasmewenns dororpadui & Hurepmere, rae el
u300pases HA MECTHOCTH, MO KOTOPOH MOKHO ONPEICINT: TROC
MCCTONONOACHAC,

6. [pa pervcTpauud ® couManwuoll  cern  Heobxonumo
HCNONBIORATY CNOAHBIE MApPONH, COCTORWME W3 OykE o unpp w C
KONHHCCTEOM 3HAKOR HE MeRee 8;

7. JI08 COUMANBHOM CETH, MOYTHL M APYIHX Caftros HeolXomHMo
HCRONLI0BATL  pasueie napoad. Torza ecas TeOR  BIIOMAOT, TO
AIOYMBILACHHUEN MOAYHAT J0CTYM TOMLKO K QUIHOMY MECTY, a He BO BCe
cpazy.

Hbl¢ bIY

DNEKTPOHHBIC JCHBIH — JTO O4CKL VI0OHMH cnocof mnaremed, OXHAKC
CYMIECTEYOT MOIICHHMKH, KOTOPHE XOTAT NOTYYHTE 2TH JeHbIH,

DRCKTPOHHEIC JCHBTH TIOARMINCS COBCEM HEAEHO # MMEHHO H3-3a FTOFO BO
MHOTHX roCyaapersax 10 ¢ux T1I0p HE NPOAHCAHO PO HHUX B 3aK0Hax,

B Poccun e ovn PyHKUHOBHPYIOT B O HHX YAE NPONHCAHO B 33KOHE, T8
HX PAGICASIOT HA NECKONBKC BHAOE - ANOMHMHBIE ¥ HE AHOMUMMHBIE. Pasumua b
TOM, 9TO GHOHHMHBEE - ITO TE, B KOTOPLIX PAIPEWIALTCA NPOBOAHTEL OMEPaUHK Te3
HACHTHOMRSUHMK  NOABIOBATAA, & B HEe AHOWMMHBIX  NACHTHDHHKALMM
NOIBZ0BATENA ARMNACTCA ODAIRTENBHOMN.

A L PR W SO L AR T L T O et T

Takme CACAYET PRUIMMATE INCKTPOHHHE HATHRIE [CHBIW  (paBHM
roCYAPCTBEHNBIM BATIOTAM) M MEKTPOHRBIE HePHATHLIE ACHBIM (He pashm
rOCYAAPCTECHHLIM BATKITAM ).

OcHoBtibie COBeTHI NO Ge3onacHol padoTe ¢ 2eKTPOHNBIMM AEHBIAMN.

1. TMpuezas k cuery ModrasHeil Tesedion, 10 camuil yaoduslit

H GICTPEH cnocol BOCCTanoBATE J0CTYN k cuery. [pneaianusii Tenedion

NOMOKET, eCAH 330y IeWb CRON MARTeARLIN Napont HAH Jaklews Ha CaiT ¢

HEIHAKOMOrO YCTpoiicTaa;

2. Hcemonpayd ocomopazopeie  maponm. [locne  nepexosa  wHa

YCHACHHYK aBTopHzaumi 1eie yae He OVACT YIpOKaTs ONACHOCTH KPasH

AAM NePEXBATA (VIRTEAHOIO NAPONK,

3. Buoepn cnomuwii napone. [Tpecrynauxam §yaeT He mpocTo

VPANATH CAOWHEI Daponk. HaaexHbe MaponH —— 3T0 Naponu, Korepwe

COACPAAT HE MeHee § THAKOB H BRAIOHAKT B CeOA CTPOYHBIC H MPOMHCHEIC

OvkBel, UNPE B HECKOTEKD CHMBONOB, TAKHE KaK 3HaK AonJapa, dyuTa,

BOCKAHUATENLHBIR 383K M .10, Hanpusmep, SIROng!;;

4. He peoam CBOM ANMHBIC DAHHBIE KA CAfTAX, KOTOPHIM HC

ACBEPACUIL.

2aeKTPONHAR NOYTA

3NEKTPOHHAR MONTA — 37O TEXHOAOTHA | NPEAOCTARISEMBE €0 YCAVIH Do
TICPECHIIKS H NOTYYEHHIO ANEKTPOHHBIX COOSMENHH, KOTOPHE PICNPEIEARIOTCS B
KOMABICTEPHOA  ¢evi. OOBIMHO JICKTPOHHEI NOSTOBRIN  AUIHK  BBITASOHT
caeaviommn oSpazoM: HMR_NoIL308aTenI@Ia_qomena, Takae KpoMe nepesayn
MPOCTOro TEKCTR, HMESTCH BOIMOKHOCTE NCPeAABaTh hailiel.

OcHoBHBIe cOBeTRI O Je3onacoft pabore ¢ 21EKTPOHHON NOYTOI:

t. Hazno pmGpare npapnwisHel nosroReit cepemc. B MHTepHere
€CTe orpomssii BuGop OECTUIATHBIX MONTOBBIX CEPRHCOB, OAHAKO Aydile
JIOBCPATL TEM, KOTO 3HACILS H KTO NEPBLIA & peiTHHrE:

2. He ykammali B mumoli nowre INMHYIO  WHGpOPMALHIO.
Hanpumep, ayume BuOpath «My3BKaAbHBI_(panat@» uns «pox2013»
BMECTO «Temalin;

3. HenomeayR AsyXo:manHyeo asTopHIALNK. DTO Koraa NoMmMo
NapoAf HYKHO BEOIHTH KO, NpHUCEUIaCMbIA no SMS;



4. BubepH caoaueti napons. Jna xamaord nodToOBOro RULHKS
aonKeH OpTe CBOM MANSKHBIH, YCTORIHRME K BRIOMY NApoih;

5. Ecad eCth BOBMORHOCTL ManHCaTh CaMOMY CBOH AMYHEH
BOMIPOC, HCNONB3YH 3TY BOIMORHOCTE]

6. HMcenone3syd  HECKONBKO MOYTORBIX AMHKCB, [lepemid  wis
YACTHOM MEpenHCKH ¢ AIPCCATaMy, KOTOPRIM  THl  JIOBEpACTME. 3TO
IMCKTPOHHEINE ANPEC HE HAZO MCNOABLIOBATE MPH perncTpauHy Ha dopymax
W cafrax; ~

7.  He orxpusait daiisel # gpyruc I0MEHHE B nHCEMAX NdKe
ECIM OHM NPHILJIA OF TBOMX Ipyseit, JIvulie VTOUHH ¥ HHX, OTTIPABARTH SH
onp TeSe 3T paiine; :

8. fMocae oxoWwaHWs padOTHl Ha TNOMTOBOM CePBMCE nCpea
JAXPEITHEM BEAAIKA ¢ CAATOM He 3alyab Ha#karh 4a «BeiiTiy.

KuGepOvaauns HiH BHDPIVAILHOE HITEBATEILCTRO
Kubepbynnuur —  IpecneoBasne  CoODUICHHMAMM,  COACPMRALNMA

OCKOPONeHHs,  ArpeccHio, JANYTHRAHKWE,  XYJAHTAHCTRO,  COUMANhHOE
GOMKOTHPOBANME € NOMOLILKD PATNHIHLIX HHTEPHET-CEPBHCOB,

Ocnornnie corevhi no Soprbe c kubeplyusrom:

1. He Opocafics B 0ol Jyumwni ¢nocod: nocoBeTeRaTHSA Kax ceds
BECTH W, CCAM HET TOFO, K KOMY MOKHO OOparMIbCs, TO BHawane
YCNOKOWTHCA.  EcaW  Th  HAMHCINE OTBCHATE  OCKOPOACHMARMH  HA
ockopbnenus, 1O TONLKC €me SONLIe PasOAIKENIsE KOHPINKT,

2. V¥npasas# ceoeii méeﬁpen)nunen:

3 AHOHNMHOCTE B CceTH  MHHMmar. CywecTeyoT cnocobsi
BEIACHHTD, KTO CTOMT 32 AHOMHMHBIM AKKEYHTOM;

4. He cronT BecTH XyJWrackwi ofpaz BUPTYRIBHON AM3HM,
MHTepHeT PHECHpYET BCe TBOM NEACTHMN H COXPaHAET MX. YIaiMth X
OyaeT KpaiHe 3aTPYAHNHTENBHO;

5.  Beaw ceds peanineo;

6.  Hruopupyit CAMHMYHELH HEraTHE. Oanopaioeme
OCKOPOHTENEHRE COODINeHHA JTyulte HIHOPHPORATE, OGMYHO ArpeccHs
NPERPALIACTCA HA HAYAILHON CTAIHN,

7. Baw arpeccopa. B nporpammax  ofMeHa MrHOBEHHBIMH
CODOMCHHAMH, B COUHANLHBEIX CLTAX €CTh BOIMOKHOCTE ONOKHPOBEH
OTNPRBKH CONDUICHHIA C ONPEACICHHBIX AAPeCos;

8.  Ecm e caxperent kudepdynnuara, Tsowm  aeRcrena:
BRICTYNIHTE TPOTHE NPSCACTOBATENA, NOKAIATH MY, HTO Cro neHcTsHa
OUSHHBAIOTCA  HEraTHBHO, TMNOLICPAATL  AMEPTBY, KOTOPOH  HY®WHA
(ICHUXONOFHYSTKAY NOMOLLL, COOOLIMTE B3POCAMM O GaKkTe ArpeccHBHOre
NOBCACHHNE B COTH.

MoGuarniihi Tesedon

CoppesMennble CMAPTHOHB M MTANIIETH] COAEPAKAT B cebe BNoAHe B3pOCiniH
thyHKUMOHAN, W TCNCPE OHH MOTYT KOHKYPHPOBATE CO CTRUHOHAPHBIMH
KoMnbiovepasmy. OHAKO, CPEACTE 3AUHTSH! K NORCOHBIX YCTPOBCTE MOXA 0MCHb
Mto. TecTpomanMe MW NOMCK YRIBHMOCTEH B HEX NPOHCXOIHY HE Tak
HHTEHCHBHO, KaK A [TK, TO ¢ caMOoe KAcacTCa H MOOHIBHBIX MPHIORCHUH,

Cospemennsie  moOnnpunie  Opayzepbl  ViKe  DPAXTHMECKH  JOFHANH
HACTOMBHBIC AHANOMH, OJHEKC pacuiHpcHHe (YHKUHOHANA BRcHeT 3a cobofi
GOIBIIYIO CAOAHOCTE ¥ MEHBIYI) 3ANHIEHHOCTS.

Haaexo HE BCC APOMIBOAMTENM BHINYCKAT OOHCORNACHHA, 3aKPHIBAROUIHE
KPHTHYECKHE VAIBHMOCTH [UIS CBOHX YCTPOHCTE.

Ocnosnsie coperbt s 6e30NacHoCTH MOOHALHOID Teaedoua:

1. byae OCTOPOKCH, BCOb KOrga Tede nmpeataraioT OecrnnarHbii

KOHTEHT, B HEM MOTYT OBITh CKPHITH KERKHE-TO TUIATHRIE YCIVIH,;

2. Ovwmait, npesse des ornpasnts SMS, doro wan sraeo, Tw

TOSHO 3HACW L, I3¢ OHM OYAVT B KOHEHHOM HTOre?

3. Heodxonnmo OOHOBAATS ONEPAUMOHNYIO CHCTEMY  TROEMO
cmaptoHa:
4, Henonb3vil  anTHBHPYCHLIE NPOrpaMsbl 1A% MOOHILHBIX

TeaedioHOR;

3. He 3arpy#ai NpHACKEHHA OT HEHIBECTHONO HCTOYHHMKE, BEOb

OHH MOIYT COIEPAETE EPCIOHOCHOE MPOrpaMMHce ofecnedcHNe;

6. TMocne TOro kax Tel BHAZCWS ¢ callTa, rie BROIWI JIHYHYIC

wHOpMALNO, 3afAK B HAacTpoikn Opaysepa 1 yaanu cookies; o

7.  [lepuoaMucckH  NPOBCPRH  KaKBC  MAATHRIC  YOIyTH

AKTHEHPOB2HEI HA TBOCM HOMCPE;



8. Jlamaii coit Homep moOHmeHOro tenedosa TOABKO NFOAAM,
KOTOPEIX ThI 3HACIIE ¥ KOMY JI0BCPACIUE;

9,  Bluctooth pomked OwiTh BWKTIOYEH, KOPSE T KM HE
nonesyewsca. He daluieait uxoraa npoeepate 370,

OuHNC HAH KPAKA THYHLIX JAHNBIX
I'naspas uens GuupHr - suna HETEPHET-MOIICHHUYCCTBE, COCTOHT B

NCAYUSHHH ROHPHICHUHATLHLIX JAHHMX NONLIOBATENCH — NOrHHCE ¥ NAponed.
Ha auranfickom sserke phishing uwraetes xax ppwwar (ot fishing — pubnas
- Aopad, password — mapons).
l OcnoBunie cosersl no Gopube ¢ prmunroMm:

1.  Cnenu 3a CBOWM aKKayHTOM. EChH THl NOAOIPEBAEUIL, H4TO TROA
aHKETa Opla BUTOMAHA. TO HEOOXOAMMO 2alJIOKHPOBETE ©¢ H COODWIMTS
AIMHHHCTPATOPAM PCCYPSa 00 ITOM KaK MOKHO CKOopee;

2. Hcenonp3yil Gesonachbie ped-calitel, B TOM HHCIE, MHTEPHET-
MAra3HHOB K NOMCKOBRIX CHOTEM;

3. Hcenonsayit chomnsie W paskieie napond, Takus ofpasom, eciam
TCOA BINOMRIOT, TO IIOYMBILLIEHHHKH OAYHAT J0STYN TOABKO K OZHOMY
TrOEMY npodHIo B CETH, & HE KO BSCM;

4.  Ecow T1e0s ezoMmand, T0 HeOOXOIHMO MPEAVNPEIHTH BCEX
CBOHX 3HAKOMBIX, KOTOpRE J00asnedtl ¥ Teda B APY3EAX, O TOM, 4TO Teda
BINOMANN M, BOIMOKHO, OT TBOLIO HMMCHH OYACT paccenarscd cnam
CCBLIKH H3 (PHIIMHIOBHIE CaiiThI; )

5. Ycranoen HaaeAHsi napoms (PIN) na MoSieubi renedos;

6. OTRAOYH COXpaHenHe naponz e Opayaepe.

05 He orkpemall dafinel u opyrie BACKCHHE B NHCBMaX FRKC
CCAM OHM NPHILAH OT TROMX aPY3cE, JIvuiie YTO4HY ¥ HAX, OTOPARILIH R
oHH Tebe 3TH paitner.




